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Abstract

In the coding for wiretap channels and the secure network coding, traditionally the transmitter has to include
random bits statistically independent of the secret message that should be hidden from the eavesdropper.
The inclusion of random bits decreases the information rate. In order to get rid of the loss of information
rate, Yamamoto et al. proposed the secure multiplex coding for wiretap channel in ITW 2005, in which
there are multiple independent secret messages and one secret message serves as random bits for another
secret message, thereby there is no loss of information rate. We improve Yamamoto et al.'s result in three
ways over memoryless broadcast channels: (1) They only evaluated mutual information between one secret
message and the eavesdroppers information. We evaluate the mutual information of arbitrary collection of
secret message, and clarifies the set of achievable rate tuples with specified maximum amount of mutual
information between each collection of secret messages and the eavesdropper's information. (2) We tighten
the evaluation of mutual information by Yamamoto et al. with finite code length. (3) Our coding scheme
can support a common message destined for both legitimate receiver and eavesdropper, as done in the
broadcast channel with confidential messages considered by Csiszar and Korner.

In the latter half of this talk, we apply the above idea to the secure network coding, and obtain
improvements to the weakly secure network coding proposed by Bhattad and Narayanan in NetCod 2005
and the universal weakly secure network coding proposed by Silva and Kschischang in ITW 20009.

This is a joint work with Masahito Hayashi (Tohoku University and National University of Singapore).
Remark: This is a consolidated talk of two papers arXiv:1101.4036 and arXiv:1102.3002.
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